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Introduction

• ERNs registries hold responsibility over data stewardship, meaning the 
management and oversight of data, playing a crucial role in making 
stored clinical data accessible and (re)usable. [Pavlenko et al., 2020]

• Abundance of guidelines, policies and regulations that emphasise the 
importance of sharing data and making data accessible for research 
purposes, with a transparent and sustainable data access governance. 
[Pavlenko et al., 2020]

• A Data Access Policy & a Data Access Committee are needed!
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What is a data access policy?

• A Data Access Policy is an established control put in place to ensure that 
data protection requirements are followed.

• It should provide [Pavlenko et al., 2020]:

- All the requirements linked to the data access request (data 
recipient, reuse of the data, formal requirements related to 
documents or policies)

- Summarise the governance structure and procedures that need to 
be in place for reviewing a data access request and take the 
subsequent decisions (Data Access Committee or DAC)

- Summarise the data access that can be granted, with its varying 
limitations based on the previously described requirements
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ERICA data access policy template
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• Customisable template that can be adapted to 
the needs of your registry

• If you decide to use this template document, it 
needs to be reviewed by a legal team before 
its adoption by the registry

• It gives a clear description of:
- The tasks of the DAC
- The composition of the DAC
- The registry authorised users
- The stakeholders entitled to request data
- The categories of requestable data
- The ownership of the data
- The ethics approval
- The data analysis conducted by the 

central management team
- The process for seeking access to the 

data
- The governance review



The Data Access Committee tasks

• The DAC aims to promote the research use and re-use of the data that is 
collected in the registry.

• It is NOT an additional research ethics committee, which is a responsibility that 
stays at the level of the local data controllers.

• They should:

- Check that the proposed research work is compliant with the terms and 
conditions of the ethics approval of the registry

- Check that the requesting party is appropriately qualified for the use of the 
data

- Advise on improving the project and any overlaps with on-going projects

- Be aware of their own conflict of interests

- Communicate to the requestor with appropriate feedback

- Treat the requests confidentially
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The Data Access Committee composition

• For transparency, the composition of the DAC should be easily findable on the 
registry website, including roles and affiliations. 

• It should ideally comprised:

- The registry coordinator

- One member for each WG of the ERN (they should represent centres that 
actively participate to the registry)

- A patient representative

- An expert in ethico-legal issues 

- The lead investigators of the sub-registries will join the DAC on an ad-hoc basis 
whenever data access requests concerning data collected in their sub-registry 
are received

• It should be clearly stated in the data access policy by which instance the DAC 
members are proposed and confirmed and how long their term is.
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The process for seeking access to the data 

• The requesting investigator shall complete the Data Access Request Form and 
submit their application to the Project Management Team.

• The DAC shall provide their feedback using the Data Access Request Feedback 
Form, if the payment of a fee is requested to access the data, it will be notify to 
the investigator upon the handling of the Data Access Request Form

• The DAC will grant access to the minimum amount of data that is requested to 
answer the research project (pseudonymised data will not be shared if 
anonymised data is sufficient)

• Once a study has been approved, if the registry is federated or if national 
regulations require it, the Project Management Team will inform the relevant 
HCPs by emails, requesting them to express their willingness to share data for 
the approved study.

• The requesting investigator will be requested to sign a Data Transfer Agreement 
that defines the terms and conditions attached to the sharing of the data
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Data access request form
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• It consists in filling out a form 
containing basic contact information 
and an analysis plan

• The analysis plan should at least 
contain:

- Background of the study

- Research questions

- Primary aim

- Expected outputs

- Publication plan

- Timeline

- The type of data that is 
requested

• Optionally, details about the need 
for an additional ethics approval, or 
source of fundings can be requested



Data access request feedback form
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• The DAC fills the feedback form 
for any request that has been 
made.

• In particular, the DAC will 
comment on the relevance and 
feasibility of the proposed study 
and will evaluate if the proposed 
timeline is realistic and the 
outputs ambitious enough. 
Some general comments on how 
to improve the project can also 
be given.

• It is clearly stated at the end of 
the feedback form whether the 
project is accepted, rejected or 
needs some revisions.



Data transfer agreement
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• The Data Transfer Agreement is 
the contract that states the 
obligation of the data provider 
and the data recipient

• It also defines how the 
intellectual properties and 
publications will be split 
between the two Parties

• The Data Transfer Agreement 
states the obligations of each 
party in terms of confidentiality

• The governing law and 
jurisdiction is also stated  



Practical aspects of the DAC work

• The approach to review data access request should be proportionate to the 
potential risks involved [Cheah et Piasecki, 2020]

• The DAC is not another research ethics committee and their work should be guided 
by the principles of public health ethics instead of research ethics [Cheah et Piasecki, 
2020]

• The amount of time to dedicate to each data access request should be proportionate 
to the risks involved.

• The DAC should play a central role in implementing institutional policies on data 
sharing.
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Conclusions

• A data access policy is necessary to all the rare disease registries to ensure that the 
governance and processes to ensure data protection requirements are in place.

• Among other things, the data access policy describes the tasks of the data access 
committee, the composition of the data access committee as well as the 
stakeholders entitled to request access to the data and the process for seeking 
access to the data.

• The DAC should grant data access as long as the foreseen use of the data has 
potential social value and there is a low risk of foreseeable harm.

• In most of the ERNs, the DAC are requested to examine every data access request 
one by one. While this is currently feasible due to the low number of requests, some 
level of automation might be needed in the future.

13


